Technical requirements for market search for Internet Service provision in Baghdad.
TERMS AND ABBREVIATIONS
	· ISP
	· Internet Service Provider.

	· MW
	· Microwave

	· PI Address Block
	A provider-independent address space (PI) is a block of IP addresses assigned directly to an end-user organization.

	· PoP
	Point of Presence. Point of Presence is a point of access to the Internet. It is a physical location that houses servers, routers, switches and other auxiliary equipment. It may be the property of an ISP or the part of facilities that an ISP rents from other telecommunications provider. Point of Presence shall have at least 2 (two) uplinks provided by the backbone providers, it can't be exclusively used by single ISP and should be available on a commercial basis to any ISP. Selection of every particular Point of Presence is a subject to approval from the Company. Company shall be able to conduct inspection of PoP at any time.

	· SLA
	· Service Level Agreement. SLA is an official commitment that prevails between the Contractor as the Service provider and the Company as the Service user. Within the SLA the particular aspects of the Service – quality, availability, responsibilities – are agreed between the Service provider and the Service user.



1. List of services to be provided and quoted:
The communication services shall include but not be limited to the following: 
1. Access to the Internet via MW channels;
2. Supplement service:
2.1 Provision and Installation of MW backed up channel (MW equipment set);
2.2 Relocation or Dismount of the MW equipment set;

The list of Company Sites where the Services shall be provided includes but is not limited to:
a) location inside Iraq - in Baghdad.

Contractor shall ensure full lifecycle of the Services provided i.e. design, provision and installation of equipment, obtaining of licenses and approvals from official / authorized bodies, commissioning and configuration, maintenance and support, uninstallation of the equipment upon expiration of the Contract and provide the necessary labor for all the mentioned activities. Along with the complex communication services, 

Contractor shall provide Company with support of the Services and shall ensure competence and availability of an English-speaking technical support team, which shall be responsible for the Company support including but not limited to:
· Incident resolution and tracking 24 hours a day 7 days a week for the duration of the Contract
· Billing inquiries and support;
· Reporting;
· Service-Level Agreement management.
· Customer service/support.
· support via 24x7 Helpdesk which shall include performance monitoring and remote technical assistance, 
· provision of dedicated Technical Manager and Engineer.
Communication requirements
2. [bookmark: _Toc56342158]Access to the Internet via MW channel
Contractor shall provide access to the Internet via MW channel(s) for Company Sites.
Common parameters for all Last Miles:
· Round Trip Time ≤ 50 ms between CE and Exchange BR installed at PoP[footnoteRef:1] [1: ] 

· Jitter ≤ 20 ms
· Packet loss ≤ 0.1%
· Big Packet transfer - not less than 1500 bytes
· Unlimited by traffic volume
· Symmetrical bandwidth allocation for download and upload
· Traffic Prioritization and marking based on Differentiated Services Code Point values in accordance to Company standards to be supported
· Point-to-point connection should be made using public IPv4 subnet with 6 IP addresses available for usage by the Company
Each Company Site shall be connected to at least one PoP different from the PoPs used by all the other Company Sites. Before commencing the Services, Contractor shall agree with Company the local ISP and their scope of works along with the list of necessary equipment, which they shall purchase or lease. Reliability of every Last Mile shall be achieved by providing physical redundancy for the equipment and the communication links at every level of the network including geographically dispersed NNI connections to at least two different global Internet service providers. A failover solution shall be implemented to ensure instant and automatic switching between redundant sets of network equipment, redundant communication links and redundant global Internet service providers in case of Service interruption. At least one spare equipment set sufficient for the expedited repair of any of the Last Miles in use must be stored in Contractor’s storage.
Border Gateway Protocol (BGP) shall be used between the Company’s equipment (CE) and the Contractor’s equipment (PE). When designing the Last Mile, the Contractor shall take into account the fact that the Company is a registered LIR (Local Internet Registry) and it has its own AS (Autonomous System) number and PI Address Block (IPv4 and IPv6).
All PoPs considered shall be equipped with brand new mid-level Cisco ISR or entry-level Cisco ASR routers which should be used for data transfer from Companies Site, where necessary, and brand new Uninterruptible Power Supply (UPS) enabling a minimum of 4 hours of Cisco ISR or Cisco ASR routers continuous operation in case of power failure.
Last Mile from a PoP to a Company Site for redundancy shall be implemented as at least two physical links:
· redundant MW channel implemented as two different physical channels – where one channel is main and the other channel is backup which operates at the same time and uses totally different set of equipment.
At commissioning stage, Contractor shall test all communication links. The results shall be provided to Authorized Person(s) by e-mail within three calendar days after the installation. MW links shall be tested with 24 hours BER Test and the acceptable result of BER Test is less than 1E‑9. 
Contractor shall offer optimal and the most reliable type of MW and network equipment. Contractor shall install proper telecommunication mast at Company Site if such mast does not exist yet. For each physical MW channel, the Contractor shall install two antennas at each mast at different heights for the space diversity.
3. [bookmark: _Toc56342169]Hotline support
Contractor shall ensure hotline support available twenty-four (24) hours a day seven (7) days a week for the duration of the Contract with ability communicating with English-speaking specialists.
Hotline support shall immediately respond to any request from the Company sent to e-mail address Please provide this information or expressed by a call to hotline phone number Please provide this information with regard to discovered interruption or suspension of the Services (complete loss of connectivity or deterioration of its quality), carrying out of scheduled and/or emergency works on the network etc.
4. [bookmark: _Toc56342170]General Service requirements
4.1. [bookmark: _Toc483464970][bookmark: _Toc483465047][bookmark: _Toc483465129][bookmark: _Toc483465211][bookmark: _Toc483464971][bookmark: _Toc483465048][bookmark: _Toc483465130][bookmark: _Toc483465212][bookmark: _Toc483464972][bookmark: _Toc483465049][bookmark: _Toc483465131][bookmark: _Toc483465213][bookmark: _Toc484111687][bookmark: _Toc484595047][bookmark: _Toc56342171]Contractor's responsibilities
For the period of Services execution, Contractor shall provide Company with the following:
· All required network channel terminating equipment (the “equipment”) for provision of communication Services under the Contract shall be provisioned, installed, and commissioned by Contractor. List of the equipment shall be attached to the Services Acceptance Certificate Form as an annex. All installed equipment e.g. routers, switches etc. will have backups. These backup devices will operate in hot standby mode ready to get engaged if a primary unit fails.
· Contractor retains ownership of the Contractor-provided equipment throughout the duration of the Contract. Contractor is solely responsible for prompt repairs or replacements where necessary at its own expense. Contractor shall be responsible for full lifecycle of Services-associated works: design, installation, commissioning, testing, starting up and maintenance, decommissioning and de-installation of the Contractor-provided equipment. The design subjects shall be present to Company approval prior to implementation stage.
· All permits and licenses required for import, installation and operation of Contractor's equipment (licenses for Microwave equipment and frequencies, licenses for supply, operation and maintenance of VSAT equipment and etc.) and modification of its infrastructure shall be obtained by Contractor as per the Iraqi authorities’ regulations and shall be presented to Company as confirmation of their presence and validity. Contractor shall bear all expenses related to the licenses.
-All necessary permits and licenses required for the import of telecommunications equipment into the territory of the Republic of Iraq, its further installation and operation, namely:
· Customs (import) documents, permits, and licenses, for the import and supply of Satellite (VSAT) and Radio (MW) equipment, certified by the relevant State Authorities of the Republic of Iraq (Customs Service, Intelligence Service, CMC, etc.);
· Current licenses of a communications provider, giving the right to provide satellite and microwave communications services, as well as Internet access services on the territory of the Republic of Iraq, certified by the regulatory state authorities of the Republic of Iraq (CMC);
· Current licenses give the right to provide operation of Satellite (VSAT) and Radio (MW) equipment and corresponding communication frequencies by the regulatory State Authorities of the Republic of Iraq (CMC).
· Certified Copies of all of the above documents shall be presented to the Company as confirmation of their existence and validity before signing the Contract and attached as an advisory Appendix.
The Contractor also bears all responsibility and costs associated with timely renewal or obtaining new licenses and permits to use satellite and radio communications equipment and frequencies. 
The Company does not bear any financial and legal responsibility to the regulatory state authorities of the Republic of Iraq in the absence of the appropriate licenses and permits mentioned above. All disputes and disagreements arising between the Contractor and the regulatory State Authorities of the Republic of Iraq during the execution of this Contract shall be resolved by the Contractor according to the Republic of Iraq laws.
In case Company orders a communication service as per the Contract and the equipment necessary for the service provision exists at the Company’s Site, and complies with technical requirements for the Service provision as confirmed by both Parties then upon an agreement between the Company and Contractor, the Contractor shall provide the communication services using the existing equipment.



5. SLA description
The purpose of this Service Level Agreement (SLA) is to define the measurable and performance levels for the provision of the Services and to specify any remedies available to the Company if Contractor fails to achieve and maintain these levels throughout the Contract Term. This SLA sets the criteria by which Contractor undertakes to provide Services to the Company as part of the Contract. 
The following table summarizes the SLA parameters and thresholds per circuit type:
Table 1. SLA Parameters and thresholds

	SLA parameters

	#
	Service
	Round Trip Time
	Jitter
	Packet loss
	CIR

	1
	Internet via MW circuit2 SLA thresholds
	≤300 ms5
	≤20 ms5
	≤0.3% 5
	≥ 90% of specified in the appropriate Call-off Order



Service availability shall be not less than 98%
5.1. [bookmark: _Toc56342176]Fault resolution - defect fixing and escalation procedures
In the event of a fault with the services, Contractor shall assign a trouble ticket number and promptly implement fault elimination procedures (in case the cause of a fault is within Contractor’s area of responsibility). Contractor shall inform the Company as to the progress of fault diagnostics and elimination.
The following priority levels apply to the Services:
Table 2. Definitions for priority levels 
	Fault Severity Level
	Description

	Priority 1 -  Service breakdown
	Complete loss of Service or the Outage – the situation when  any combination of SLA thresholds are breached

	Priority 2 -  degrading Service
	The Service is degrading or transient as per the user experience – the situation when the Service becomes worse and SLA thresholds are not necessarily breached.



If Contractor, according to the Company's point, fails to provide proper fault diagnostics and clearance promptness (if the cause of a fault is within Contractor’s area of responsibility), the Company may escalate the problem in order to ensure that extra help is given to the situation.
Table 3. Escalation levels
	Escalation level
	Fault Severity Level

	
	Priority 1
	Priority 2

	Level 1
	30 min.
	8 hours

	Level 2
	2 hours
	2 days

	Level 3
	4 hours
	4 days

	Level 4
	6 hours
	6 days



Such escalation shall be performed by the most appropriate means, including e-mail, phone or personal visit. The actual escalation may be handled by directly contacting the appropriate Contractor manager on the following tiered escalation contact list from Table 4 below.
The priority level assigned to the problem will determine which level of Service management to be notified when the problem is first reported. As the defined time bands elapse, a successively higher level of Contractor’s management is notified in accordance with the Table 4 below:
Table 4. Escalation path contacts
	Escalation
level
	Contact
	Contact’s
phone number and e-mail address

	Level 1
	Contractor’s hotline and technical support teams
	Please provide this information

	Level 2
	Contractor’s assigned
Account Manager
	Please provide this information

	Level 3
	Contractor’s 
Service Manager
	Please provide this information

	Level 4
	Contractor’s 
Service Management Director
	Please provide this information





Table 5. Commercial Questionnaire:

	No
	Description
	Total Price, including all Taxes and fees 
(All inclusive Monthly Rate)

	1
	Internet Service Provider (ISP) in Baghdad (With the rates for 10/20 Mbps bandwidth) as per above technical requirements
	PLEASE, PROVIDE YOUR ESTIMATION!

	Delivery Period (calendar days)
	 
	 

	 
	 
	 
	 

	Notes:
	 
	 
	 

	Prices shall include all applicable taxes and fees.
	 

	Delivery Basis: DAP plus customs clearance, West Qurna-2, The Republic of Iraq.

	 
	 
	 
	 

	3. Questionnaire

	Please indicate delivery period in calendar days. 
	 



